Item

Specification

Next Generation
Firewall with
software licenses

Cisco/Fortinet/Sophos/Huawei or Equivalent
Must be approved and tested by NSS Labs

Certification details

Should be mentioned

Firewall Throughput:

7 Gbps or more

Users:

150 to 200

Encryption:

AES/3DES or more

IPS throughput:

1 Gbps or more

Interface: 8 GE RJ45 or more atleast two WAN or more
Form factor: Rack mount
Storage: On-device
60 GB or more
Concurrent 2 Million or more
Connections:

New Sessions/Sec:

30,000 or more

Protection :

Protection against DDoS, SQL Injection , Malware,
Virus, DNS Attacks, Data loss prevention, application
control, HTTP and HTTPS scanning on a per user or
network policy basis with customizable rules and
exceptions.

Malware scanning: block all forms of viruses, web
malware, trojans and spyware on HTTP/S, FTP,SMTP
and web-based email.

SSL Inspection, Flood protection: DoS, DDoS and
portscan blocking

Web Filtering :

Streaming control, Social media control, HTTP and
HTTPS filtering, URL blocking, image filtering, spyware
analysis, P2P blocking, Web & App Traffic Shaping,
Per-user or network rule application control policy
enforcement. Category based URL filtering engine,
Detect phishing URLs within e-mails

VPN Performance:

1 Gbps or more throughput with support of IPSec

SSL 300 Mbps or more

Logging/reporting/
Notification :

The solution should provide centralized comprehensive
user level reporting, Activity monitoring, browsing
history, event logging,bandwith usage reports,
application, network threats, viruses reporting and
email notifications. Export reports as HTML, PDF, Excel
(XLS)




Protocol Supported :

DHCP, HTTP, HTTPS, POP3 , IMAP, SMTP, FTP,
IPSec, IPv4 and IPv6 etc

VPN Users: Atleast 10 IPSec concurrent users
Software for connecting through IP Sec VPN
Other VPN options (mention)

Others: Anti Spam,Static routes, including

relevant software license and updates, IPv6 Compliant




ANNEXURE —I|

PAKISTAN REINSURANCE COMPANY LIMITED

BID FORM FOR SERVER

1. Name & Address of Bidder:

Telephone:

Fax:

Email:

Sales Tax Registration No.

National Tax No.

2. Brand of Product:

(the detailed

broacher is enclosed)

3. Specifications

4. Quoted Price in digits Rs.

taxes, duties, etc.)

5. Quoted Price in words Rupees

(inclusive of all applicable

(inclusive of all applicable

taxes, duties, etc.)

6. Amount of Bid Bond in digits Rs.

7. Amount of Bid Bond in words Rupees

8. We shall abide by all the terms and conditions of the tender.

9. We understand that, in case of any difference of quoted price in words and digits, the

lowest
price will be considered, as quoted price.

quoted

please think again, before signature the bid, no alteration shall be allowed by PRC at belated stage under any circumstances, whatsoever

Signature:

Name:

Designation:

CNIC No.

- (copy

enclosed)

Date:

Stamp:




ANNEXURE -1

INTEGRITY PACT

Declaration of fees, commission and breakage etc payable by the suppliers of goods, services,
and works.

[The Seller/Supplier] hereby declares that it has not obtained or induced the procurement of any contract,
right, interest, privilege or other obligation or benefit from Government of Pakistan or any administrative
subdivision or agency thereof or any other entity owned or controlled by it (PRC, Ministry of commerce,
Government of Pakistan ) through any corrupt business practice.

Without limiting the generality of the foregoing, [the Seller/Supplier] represents and warrants that it has
fully declared the brokerage, commission, fees etc. paid or payable to anyone and not given or agreed to
give and shall not give or agree to give to anyone within or outside Pakistan either directly or indirectly
through any natural or juridical person, including its affiliate, agent, associate, broker, consultant,
director, promoter, shareholder, sponsor or subsidiary, any commission, gratification, bribe, finder’s fee
or kickback, whether described as consultation fee or otherwise, with the object of obtaining or including
the procurement of a contract, right, interest, privilege or other obligation or benefit in whatsoever form
from PRC, Ministry of commerce, Government of Pakistan, except that which has been expressly
declared pursuant hereto.

[The Seller/Supplier] certifies that it has made and will make full disclosure of all agreements with all
persons in respect of or related to the transaction with PRC, Ministry of commerce, Government of
Pakistan and has not taken any action or will not take any action to circumvent the above declaration,
representation or warranty.

[The Seller/Supplier] accepts full responsibility and strict liability for making any false declaration, not
making full disclosure, misrepresenting facts or taking any action likely to defeat the purpose of this
declaration, representation and warranty. It agrees that any contract, right, interest, privilege or other
obligation or benefit obtained or procured as aforesaid shall, without prejudice to any other right and
remedies available to PRC, Ministry of commerce, Government of Pakistan under any law, contract or
other instrument, be voidable at the option of PRC, Ministry of commerce, Government of Pakistan.

Not with standing any rights and remedies exercised by PRC, Ministry of commerce, Government of
Pakistan in this regard,

[The Seller/Supplier] agrees to indemnify fully and to keep indemnified PRC, Ministry of Commerce,
Government of Pakistan for any loss or damage incurred by it on account of its corrupt business practices
and further pay compensation to PRC, Ministry of Commerce, Government of Pakistan in an amount
equivalent to ten time the sum of any commission, gratification, bribe, finder’s fee or kickback given by
[the Seller/Supplier] as aforesaid for the purpose of obtaining or inducing the procurement of any
contract, right, interest, privilege or other obligation or benefit in whatsoever form PRC, Ministry of
Commerce, Government of Pakistan.

Signature:

Name:

Designation:

CNIC No. - - (copy
enclosed)

Date:

Stamp:




